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1. Scope of this document

This document describes the necessary steps for configuring OpenWebStart to accept applications
with expired code signing certificates. This only applies to systems using OpenWebStart.

This document describes only a temporary workaround until the respective

OpenWebStart applications with expired code signing certificates have been
o exchanged by applications with valid certificates!

Running applications with expired certificates as a general measure is not

recommended due to security concerns!



2. How to configure OpenWebStart
application to accept applications with
expired code signing certificates

When starting an OpenWebStart application with an expired code signing certificate, a warning dialog
similar to the following will be shown:

Security Warning X

' The application's digital signature has an error. Do you want to run the application? It will be

u granted unrestricted access to your computer.

Mame: TAC.MES.Suite Workplace (https://doctraini.itac.intra:8181,/mes/webstart/clients/Workplace.jnlp)
Publisher: iTAC Software AG
From: http:/fwww.itac.de

Always trust content from this publisher

Run Sandbox = Cancel

The digital signature has beenvalidated by a trusted source. The code executed will be

given Full permissions, ignoring any JVM policies you may have. More Information...

1. Click on [ More information ] to get more details on the warning.

2. See the third point:
The digital signature has expired.

More Information x

o The digital signature was generated with a
trusted certificate.

This application will be run without the security
restrictions normally provided by the JVIM,

- —

| The digital signature has expired.

Certificate Details Close




In case of an expired code signing certificate, this the expected outcome. Click on [ Close].

3. To avoid these Security Warnings showing up, activate the checkbox Always trust content
from this publisher and click [ Run].

Security Warning

The application's digital signature has an error. Do you want to run the application? It will be granted

! unrestricted access to your computer.

MName: iTAC.MES.Suite Workplace (https://mon-vmwin021150.itac.intra:8181/mes/webstart/clients/Workplace jnlp)

Publisher: iTAC Software AG
From: http://www.itac.de

Always trust content from this publisher

Run Sandbox = Cancel

The dligiltal siglnatulre has been valildlated by a trusted source. The code executed will be given full More Information...
permissions, ignoring any JYM policies you may have.

The application will start as usual. When starting the same or another application from the same
publisher, this Security Warning dialog will not be shown.

Once the respective OpenWebStart applications have been exchanged by applications with valid
certificates, follow the steps in How to remove expired code signing certificates from OpenWebStart.



3. How to remove expired code signing
certificates from OpenWebStart

1. Start the application OpenWebStart Settings (e.g. search for it in the OS start/launcher menu).
2. Select Certificates from the main menu.

OpenWebStart 1.6.0 - o x

OpenWebStart

2

JVM Manager Open Webstart 1.6.0 I
Certificates OpenWeb5tart is an open source reimplementation of the Java Web Start technology. It provides the

- most commonly used Features of Java Web Start and the JNLP standard, so that your customers can
Logging continue using applications based on Java Web Start and JNLP without any change.
Proxy Settings

Remote Debugging Spon=ors

Desktop Integration OpenWebStart would not be possible without the support of our sponsors.

Security @ Karakun AG

server whitelist # Anstalt Fir Kommunale Datenverarbeitung in Bayern (AKDB)
Updates @ Burkhalter Holding AG

o DACHSER SE

@« Daimler AG

@ Informatica Bancaria Trentina srl

» LVIMVersicherung

@ install4j

oK Apply Cancel

3. From the Certificate Type drop down menu select Trusted Certificate.

OpenWebStart 1.6.0 - o x

OpenWebStart

About OpenwWebstart | CertificatePane
JVM Manager
Cache

Trusted Root CA Certificates

. Trusted JSSE Root CA Certificates
Logging

) Issued To Trusted Certificates
Proxy Settings

Trusted JSSE Certificates
Client Authentication Certificates

Certificate Type|( Trusted Root CA Certificates v

Remote Debugging

Desktop Integration
Security

Server Whitelist
Updates

[.configficedtea-web/security/trusted.cacerts Import... Export Remove Details...

oK Apply Cancel

4. Select the certificate you would like to remove, then click [ Remove ].



OpenWebStart 1.6.0 = =) &

OpenWebStart

About OpenwWebstart | CertificatePane
JVM Manager
Cache

Certificates User | System

Logging Issued To Issued By
Proxy Settings | ||

Remote Debugging

Certificate Type ( Trusted Certificates [~

Desktop Integration
Security

Server Whitelist
Updates

oc/.config/icedtea-web/security/trusted.certs Import... Export Remove Details...

oK Apply Cancel

5. Click [ Yes ] to confirm.

Confirmation - Remove Certificate? X

é Are you sure youwant to remove the selected certificate?

QMo ° Yes

The trusted certificate has been removed. In case of an expired code signing certificate when starting
an OpenWebStart application, the respective warning dialog will be shown again.
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